Hands on Blockchain
Alexander Fred-Ojala, Research Director, UC Berkeley

These are simple setup instructions that will take 10-15mins to complete. Please complete them
before the session, so that you’ll be able to explore Cryptocurrencies (Ethereum on a Testnet),
interact with Smart Contracts, and use Decentralized Applications (dApps) in your web browser
and on your phone.

TL;DR (One sentence summary of steps): Use Firefox or Chrome, Install MetaMask (browser
plugin), setup a MetaMask account and switch to the Kovan Testnet, request tokens from a
faucet, install the Coinbase Wallet on your phone and import/recover the account you created
with MetaMask.

1. Download and use Chrome or Firefox

2. Install the browser plugin MetaMask:

- Go to https://metamask.io/ and press the “Get Chrome / Firefox Extension” link.

@ https://metamask.io

l

Brings Ethereum to your browser
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- Then press “Add to Chrome” or “Add to Firefox”

- Orome ey

@ https://chrome.google.com/webstore/detail/metamask/nkbihfbeogaeaoehlefnkodbefgpgknn * € G Aa

£~ chrome web store e sion

Home > Extensions > MetaMask

| Addto Chrome

. MetaMask

Offered by: https:/metamask.io

% % % % & 1,511 | Productivity | & 1,028,378 users

- Install the plugin by pressing “Add Extension”

3. Setup MetaMask

- When MetaMask is installed you'll see an orange fox in the right corner of your browser
(this is your newly installed browser plugin)

- To setup MetaMask press Get Started

Welcome to MetaMask

Connecting you to Ethereum and the Decentralized Web.
We're happy to see you.

- Then choose Create a Wallet

B® METAMASK

New to MetaMask?

_|_

Yes, let's get set up!

sy wallet and seed phrase

IMPORT WALLET
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You can decline to send usage data (by pressing No Thanks):

Help Us Improve MetaMask

MetaMask would like to gather usage data to better understand how our
users interact with the extension. This data will be used to continually
improve the usability and user experience of our product and the Ethereum
ecosystem.
MetaMask will..

Always allow you to opt-out via Settings

Send anonymized click & pageview events

Maintain a public aggregate dashboard to educate the community

% Never collect keys, addresses, transactions, balances, hashes, or any
personal information

% Never collect your full IP address

% Never sell data for profit. Ever!

MetaMask will ask you for a Password. This password unlocks the application and
shows your private key. Choose a secure password and press Create:

Create Password

New Password (min 8 chars)

Confirm Password

Import with seed phrase

The next step is super important. Here you will generate your seed phrase that can be
used to recover your Private Key and import your account on different devices. Press
Click here to reveal secret words. Write down all the words in the correct order (on
your phone, computerm or on paper) and store them somewhere safe. You will need the

seed phrase in the next step and if you ever lose your account.
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Secret Backup Phrase Tips:

Store this phrase in a password manager like

Your secret backup phrase makes it easy to back up and TPassword.

restore your account.

Write this phrase on a piece of paper and store in
a secure location. If you want even more security,
write it down on multiple pieces of paper and
store each in 2 - 3 different locations.

WARNING: Never disclose your backup phrase. Anyone with
this phrase can take your Ether forever.

Memorize this phrase.

Download this Secret Backup Phrase and keep it
stored safely on an external encrypted hard drive

v or storage medium.

CLICK HERE TO REVEAL SECRET WORDS ’

- In the next step: Confirm your seed phrase by pressing the word blocks (in order). This is
to make sure that you actually wrote it down and can remember it.

4

Confirm your Secret
Backup Phrase

Please select each phrase in order to make sure it is correct.

- Press All Done on the Congratulations! page. You have now setup your MetaMask
account.

- Next: Change your network in the top right corner from the Main Ethereum Network to
the Kovan Test Network. We will use a TestNet to try smart contracts and send money
without using real money.

IASK @ Kovan Test Network Vv ‘
Networks
‘ & oETH
\ccount 1 History

<1660...1BdD Iy
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4. Acquire (test) Cryptocurrency

Kovan is a Proof of Authority test net, which means you need to show that you're a human in
order to get some free test Ether.

To request Kovan Ether we need to first copy your Public Account address. Do this by pressing
the Fox icon in the top right corner of your browser. This opens MetaMask, then press the text
that says Address 1, this will copy your blockchain account address to the clipboard.

X & MetaMask X 4

tN; m @ Kovan Test Network W ‘

Copy to clipboard

OETH

DEPOSIT SEND

There are several ways you can request Kovan Ether:

1. [Requires a Twitter / Github account]: Join the Kovan Faucet Gitter channel and paste
your public Ethereum address (that you copied above). Your account will be credited
with 3 Kovan ETH: https://qgitter.im/kovan-testnet/faucet

5 out of 10


https://gitter.im/kovan-testnet/faucet

Hands on Blockchain
Alexander Fred-Ojala, Research Director, UC Berkeley

A | & gitter.im/kovan-testnet/faucet

Kovan Testn et/fa ucet Trylcarus for automated response: https://github.com/kovan-i}

Gene Leybzon @leybzon
0x88d0464993adc08d57e50c5416cab287b5730cba

Parth Prajapati @parthprajapati__twitter
0xal3bc96170F6aC8b88c4fE52E639d1D3b49039aC

@parthprajapati__twitter requested too recently, try again in 3.1 days

Sijoco Team @sijoco
0x0b98483860D15138E08fd1d8709dF300DFOD8bOb

Scott Bigelow @epheph

@sijoco sent 3.0 eth to 0x0b98483860D15138E08fd1d8709dF300DFOD8bOb:
https://kovan.etherscan.io/tx/0x6edf80f5bf462642e104b5e8fb6eedasef254123
7065ea6ealac8eb4ae07c0d2

REMINDER: this is NOT real (mainnet) ETH, has no market value, and is only

&
&
x Scott Bigelow @epheph
F
S

Alexander Fred-Ojala @alexanderfo_twitter
0x16601bF5A47B59D4dd9efD13C2676CEd19BD1BdD

Scott Bigelow @epheph
@alexanderfo_twitter sent 3.0 eth to
0x16601bF5A47B59D4dd9efD13C2676CEd19BD1BdD:
https://kovan.etherscan.io/tx/0x088dd0e654ce0ade57106e03be3bb75c2fa681
1022483893eb3013d3f5¢c7a277

REMINDER: this is NOT real (mainnet) ETH, has no market value, and is onl
useful for testing

ooMm

a Click here to type a chat message. Supports GitHub flavoured markdown. (Fam}

45 @n'a on s am

2. [Requires sending an email]: Send an email to afo@berkeley.edu and include your

public address. I'll send some Kovan ETH as soon as possible

3. [Backup]: I'll provide you a link during the workshop where you can request Kovan ETH,

however this is only a backup option.

After the transaction is confirmed you’ll have Kovan ETH in your account :)
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staMask X [ Kovan Testnet/faucet - Git X
o} A &
& @ Kovan Test Network v ‘
D.C{
Account 1

e

\4
3ETH

VI T T

DEPOSIT SEND

Set up a mobile crypto wallet and dApp browser

There are many crypto wallets and dApp / smart contract browsers for smart phones. |
recommend Coinbase Wallet (or Trust browser). We'll use the Coinbase Wallet as it supports
TestNets.

In order to install Coinbase Wallet go to their website https://wallet.coinbase.com/ and install it
either for iOS or Android (or search for it in the App Store / Google Play).

< Search

Coinbase Wallet
Toshi

4.7 %k Kk kK 17+

What's New Version History
Version 13.0 2w ago

Introducing Stellar Lumens (XLM) support on

When you have installed the app you want to import your wallet from MetaMask in to Coinbase
Wallet. In order to do that you open the app and then choose | already have a wallet
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coinbase | wallet

The easiest and most secure
crypto wallet

Create a new wallet

| already have a wallet

- Then choose Restore with a Recovery Phrase.

- Then you need to put in your 12 word seed phrase that we saved when we setup the
MetaMask account.

Sign in with a recovery phrase

This is a 12 word phrase you were given when
you created your previous wallet.

Learn more.

- After that Accept the Terms and Conditions for using the app.

- Choose a username that you want to use with the app.

- Choose how you want to protect the app (FacelD, TouchlD, pass code etc)

- Congrats! Coinbase Wallet is now setup. Now we need to change from the Mainnet to

the Kovan Testnet. You can do that by pressing the Settings cogwheel at the bottom
right, then pressing Advanced Settings and then pressing Active Network:
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1E-aT

Advanced Settings

Active Wallet

Active Network

Scroll all the way down to Ethereum and change to Kovan

il Lycamobile & 14:49

<« Active Network

XRP

Mainnet g

Testnet
STELLAR
Mainnet v
Testnet

ETHEREUM

Mainnet

Kovan v

Rinkeby

Ropsten

B 88 &

Wallet DApps Settings

- You should now see all Ethers that you have received from faucets in the account
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u!l Lycamobile & 9 50% @ )

(@E]{e)

$0.00

(& Receive (> send

Coins Collectibles

Kovan $659.79
ETH 3.99427714

] 6o &

Wallet DApps Settings

Congratulations! Now you can send and receive Ether as well as interact with Smart
Contracts, Decentralized Applications, and browse Web3.0 both on your computer and
your mobile phone!
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